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TRICKY PHISHING
TEMPLATES

October Edition!

Early Access has been shared!

Hotly anticipated and a sure game changer; Apple Intelligence
is set to revolutionize what it means to have pgukis
working for you. Someone has shared earl

uickly to avoid missing out! S
quickly g “z

Activate Apple Al
Have we made a mistake?
14
,%‘ l.:_:: Restore your account
K71\

Renew your password v

Account Suspended

We noticed suspicious activity on your account, so we
have suspended it, and marked it for deletion.

It is now a requirement to change your passwaord more —
frequently. To prevent loss of access to your services,
please update your password as soon as possible.




THE “VANISHING MESSAGES” THREAT

Are you relaxed
about losing

something forever??
From: Google ./

Subject: Your Secure Messages will be Deleted

0
'

Act now if you wish to view,
or save them

Secure messages are those sent internally; marked as
Confidential. The sender can set the expiry date, and the (3)
messages sent to you will be deleted shortly.

Review Messages



THE “NEWBIE NEEDS HELP” NUDGE

We rely on
someone letting us
. know when it’s
From: Katie Merchand / WY
Subject: Important - Pls Read can be abused...

Hi, Nice to e-meet you )

I've been brought in to oversee process refinements in your
department, and have a document | would like you to look at.

We will as a department be looking at these issues in greater
detail, so for now please just familiarize yourself with it and let

me know if you've any questions. Thanks!

Initial_Problems.zip



THE “PACKAGE PAYOFF” PROBLEM

Curious?

Or suspicious?
From: UPS /
Subject: Settlement Offer

Insurance Settlement
The compensation for your lost package has now been settled,

and enclosed is the offer we are willing to transfer to your
payment provider of choice to finalze this matter.

View Offer



THE “CURIOUS CONVERSATION”
CLICKBAIT

It's human nature to
want to know what’s

From: Slack / been said
Subject: You're popular today!

— . &
“
You’'ve been mentioned in an Al transcript

You've just been mentioned in a huddle! Al has prepared some
notes for you to keep you in the loop.

Listen to Recording



THE “RESTRICTED ACCESS” RUSE

The only response to
a restriction is to do

From: Teams what it says!
Subject: Teams Account Restricted /

Account Restricted

Due to a unexpected new login location, your Teams account
has been restricted. To lift the restrictions please follow the
instructions below.

Lift Restrictions




Security Awareness Training & Phishing Simulation

wizer-training.com



https://www.wizer-training.com/phishing-simulation
https://www.wizer-training.com/blog/email-phishing-template-february

