TRICKY PHISHING
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Not To Be Snhoozed

From: Chase
Subject: Transaction Blocked

Banking must top the
list of ‘unusual activity’
“ you don't delay

-

responding to

Unusual Activity Detected

For your security, we've blocked the following:
SQC*CASHAPP for $224,49

Did we get this correct?

Yes, | don't recognize it




Delivering The Goods

From: UPS
Subject: Parcel Returned to Depot

A common threatin
the wild; sent via SMS
and email

o

We missed you

We were unable to deliver your parcel because we are missing
some delivery information. Please update your info below so
we can complete the delivery.

Update Info




Devious Devices

From: eBay
Subject: New Device Added

It's hard to keep up

ebay with all the terms

v

You've added a new trusted device

Signed in since: Today
Device: 0S X (Firefox)
Location: Paris, France

Not you? Reset your password now




Zippy Updates

From: IT Department
Subject: Install to prevent service disruption

Team - there's a critical software update
that needs installing ASAP. Not installing
this update could result in services you use
being disrupted.

Software-Update.zip
1.2 MB

.\

Would you question
a technical request?




Attachment issues

From: MS Teams
Subject: Urgent: Internal Voice Note

An urgent internal voice note (28 seconds) has
been left for you. To listen to the message in
your browser, open the attachment below.

i B

@ Voicenote.html
854 bytes

Do you have file types
you won't click on?
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