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TRICKY PHISHING
TEMPLATES

January Edition!

Urgency around unexpected
account closures is an
From: Meta Smciive sbjic) e

Subject: Urgent: Account Closure &

00 Meta
Ticke! 10: FB-324-620-TF5

Activity on your account on one or more
Meta platf has broken our guideli

00OBOOE6

Submit an oppeal to prevent the permanent
closure of your account.

Submit an appeal

From: ADP
Subject: Direct Deposit Updated

£?

Direct Deposit add or change notification

Your direct deposit details were updated.

If you did not initiate this change, please cancel
it below ASAP.

Revert Changes

The phishers
resistance pf
solution the

From: Punchbowl
Subject: You're invited! RSVP

9 punchbowl

You're Invited! i f

Click belew for more details and to RSVP

If you want more details...
You have 1o click!



ROBOT REVIEW

From: HR
Subject: Automated Performance Review

Is there anything Al
won't be helping with

Your Automated Al s
Performance Review has Landed! o o

A review of your performance over the last 6
months has just been completed by Al. To find out
how you did, check out the review below.

[ View Review ]

This is just a test of the service, and won't currently be added
to any company records. Also note; Al can make mistakes.



DATA DILEMMA

Can you remember everything
you share?! Would you be

From: ChatGPT ./ To’rivn:fed to find out what
it was?

Subject: Sensitive Data Shared

©

You've recently shared sensitive information

After a review of information you've shared with
ChatGPT, sensitive information associated with
your Organization has been found.

A copy will be sent to your Organization if you don’t view,
and respond, with your business justifications.



RESISTING CHANGE

From: ADP
Subject: Direct Deposit Updated

L2

Direct Deposit add or change notification

Your direct deposit details were updated.

If you did not initiate this change, please cancel
it below ASAP.

Revert Changes

1o

The phishers’ path of least
resistance ploy... Offer the
solution the victim will want



MYSTERY INVITE

From: Punchbowl
Subject: You're invited! RSVP

o punchbowl

You’'re Invited!

Click below for more details and to RSVP

Open Invitation

(

If you want more details...
You have to click!



PLATFORM PURGATORY

Urgency around unexpected
account closures is an

emotive subject line
From: Meta

Subject: Urgent: Account Closure o

ON) Meta

Ticket ID: FB-32J-620-TFS

Activity on your account on one or more
Meta platforms has broken our guidelines.

OOQPLE

Submit an appeal to prevent the permanent
closure of your account.

Submit an appeadal



Security Awareness Training & Phishing Simulation

wizer-training.com



https://www.wizer-training.com/phishing-simulation
https://www.wizer-training.com/blog/email-phishing-template-february

