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TRICKY PHISHING
TEMPLATES
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You have a new comment
on your time off request

Commient by: HR
“Hi, we might have to ask you, if you don't mind, to.... More
‘ From: E-ZPass
Subject: immediate payment required
b it templing youT? s a current
if it is, that's the point! threat, but 1t

L mean it can't
From: Despsesk EZPzss v

S - : ;
Subject: The Al everyone's raving about! P ¥ [ Brayory

Do you assume
something is secure A 5100 late fee will be applied if this bill is not
@'deepseek & just because ifs hyped? poid teday. Pay your bill, view your vehicle photo,
or dispute this notice below.

Connect the power of Al to your
email and messaging apps... For free!
Creote presentations and reports with just a few
clicks, hit inbox zero effortiessly, and never miss an
important email again!

Connect now



Al ANXIETY

From: Deepseek
Subject: The Al everyone’s raving about!

Do you assume
something is secure

& deepseek i o just because it's hyped?

Connect the power of Al to your
email and messaging apps... For free!

Create presentations and reports with just a few
clicks, hit inbox zero effortlessly, and never miss an
important email again!

Connect now



TOLL TROUBLE

From: E-ZPass
Subject: Immediate payment required

It’s a current SMS
threat, but that doesn’t
mean it can't be used
in a phishing simulation

Your vehicle has an unpaid toll bill.

A S100 late fee will be applied if this bill is not
paid today. Pay your bill, view your vehicle photo,
or dispute this notice below.

Review & Pay




PAYMENT PANIC

From: PayPal
Subject: PayPal Support - Chat Record #44774

04:41am Operator Chat Transcript '

PayPal customer was contacted about a
purchase of bitcoin from Coinbase. Customer
confirmed they had made the purchase.

Action: Payment unblocked

If you did not authorize this payment,
please contact us immediately below. .\ Obviously the recipient
won't have authorized the

Cancel Payment payment, because it’s
entirely fictional!




TIME-OFF TRICKERY

From: HR
Subject: Time-off request - New Comment

You have a new comment
on your time off request

Comment by: HR
“Hi, we might have to ask you, if you don’t mind, to.... More

Is it tempting you??

If it is, that’s the point!




VIDEO VULNERABILITY

From: YouTube

Subject: YouTube - This is sooo you!

Someone has shared this video!

How many videos
have you been sent?

This is sooo you! Loads!
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