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Breach Bait

Breaches continue to
provide cyber criminals
with stories to twist

From: IT Team o
Subject: Data Breach Alert: Action Required

We've been informed of a data breach at a
Third-Party Vendor. This breach may have exposed
some of your personal information.

To protect your account we're requiring all
employees to run a security scan on their devices.

Please click the link below to download the scanner
and follow the instructions:

Run Scan




Access All Areas

Which requests are you
more careful with??

From: Colleague ./
Subject: Requesting Access

Hey,

Not sure why but you're listed as the owner of this
document - could you grant me access and i'll put
myself as the owner of it?

Thank you!

Change Access




Curiosity Trap

Do we ever really know
how spam filter’'s get
triggered??

| 4

From: Mailserver
Subject: Message Quarantined

Message Quarantined

A message sent to you today was stopped due to
malicious or crude content being detected. This
message will be sent for human review in 24 hours,
unless it's deleted.




Reverse of Fortunes

Figure out why it's arrived,
or just cancel it?

. What would you do?
From: Shopify v

Subject: Invoice Issued 4

Invoice a

Payment will be taken in the next 24 hours.
Thank you again for your custom.

Amount Description

$178.95 Crypto/NFT Purchase

Cancel / Manage Purchase




Perilous Prizes

From: Customer loyalty
Subject: ....It's your lucky day!

Who doesn't like
to win something??

Congratulations!

Our loyal customers’ details were entered in a
partner’s draw... and you won First Prizel

Claim my Prize
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