TRICKY PHISHING
TEMPHLEATES




Dropbox Deception

From: Dropbox

Subject: Account Suspended =~ @=—— ' CuidYouleta

suspension slide??
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Account Suspended

We noticed suspicious activity on your account, so we
have suspended it, and marked it for deletion.

Have we made a mistake?

Restore your account




Okta Overhaul

From: Okta
Subject: Please Update Today @=—

If something says
‘today’, are you more
likely to act??
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Renew your password

It is now a requirement to change your password more
frequently. To prevent loss of access to your services,
please update your password as soon as possible.



|-
From: Amazon

Subject: Unknown Login G

You'll never recognise
a fake email’s ‘login’,
and that’s the point!

New device login

When: Today at 09:12am
Device: Android (Model Unknown)

If it was you, ignore this message. If you don’t recognise it,
please secure your account below.

Secure Account




TeamViewer Trickery

From: Teamviewer
Subject: Your Update Session has Started

) TeamViewer

Service Desk is waiting for you

Appointment: Today during working hours

Please follow the instructions at the link below to
join your service desk session with Peter H

Ignore... and live with
Join or Reschedule [ uncertainty of its
return... Or click,

and face it??



Al Allure

Could you conquer
your FOMO and

. ' this??
From: Apple Intelligence ./ b
Subject: Early Access to the hottest Al!

Early Access has been shared!

Hotly anticipated and a sure game changer; Apple Intelligence
is set to revolutionize what it means to have powerful features
working for you. Someone has shared early access, grab it
quickly to avoid missing out!

Activate Apple Al






https://www.wizer-training.com/phishing-simulation
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