


STAY IN THE KNOWSTAY IN THE KNOW
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First, get to know the popular scams
trending. If you recognize the signs,

you’ll be ahead of the game.

See Common Scams

https://www.wizer-training.com/wire-fraud#scams-you-should-know-about


VERIFY, VERIFY, VERIFYVERIFY, VERIFY, VERIFY
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If you’re asked to wire money or change
the instructions from what you originally

agreed to - double check through a
different,  but trusted channel such as

a phone number you know is legit.



BE WARY OF CALLER IDBE WARY OF CALLER ID
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Caller IDs can be easily imitated. Just
because it says it’s your bank doesn’t

mean it really is. Don’t give your
financial details over the phone just

because the caller ID has the right name.



DON’T TRUST A VOICEDON’T TRUST A VOICE
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Voice cloning is easy to do these days
and scammers love it. Even if you get a

call from your banker and you swear you
recognize the voice - if it’s dealing with

money, hang up and call them back
directly on a number you trust.



USE MULTI-WHAT?USE MULTI-WHAT?
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Multi-Factor Authentication (MFA)
adds an extra step to make sure it’s

really you logging in to make a
transaction. It’s a good idea to turn it

on for all your accounts.

MFA Quick Start Guide

https://www.wizer-training.com/blog/multi-factor-authentication-mfa-set-up-guide-cheat-sheet-for-the-top-16-common-apps


STAY CHILLSTAY CHILL
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Scammers love to make things feel
urgent so we’ll act on emotion instead

of logic and reason. If you feel
yourself getting worked up, STOP the
communication, TALK with a trusted
friend, then DECIDE the best course

of action. 
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